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USE CASE

How a Top U.S. Bank

Went Passwordless to Secure
Non-SAML Applications

In Brief: A major U.S. bank with over $200 billion in assets and more than 1,000 branches sought to
proactively close a growing security gap caused by the rising use of non-SAML, password-based
applications. Despite the firm’s strict SSO policies, the number of password-dependent apps was
increasing, and with that the risk of a cyber breach and potential regulatory actions. The bank
selected Unixi's passwordless, universal SSO (uSSO) platform to eliminate password risks (such

as phishing and AiTM), enforce access control, and demonstrate regulatory readiness, all while
preserving its security-forward culture.

The Problem: Password-Based Risk Undermines a
Strong Security Posture

This storied financial institution, founded in the 1800s and known for its commitment to retail,
commercial, and investment banking, prides itself on robust cybersecurity policies and an
impeccable breach history in recent years.

However, cracks had begun to form in its authentication strategy.

Although the bank mandated that all applications use single sign-on (SSO), exceptions had been
increasingly granted for applications too difficult to integrate via SAML or applications simply lacking
SAML support. As a result, lines of business were relying on password-based authentication to
access hundreds of nhon-SAML apps, significantly raising the bank risk profile.

Concerned about major data breaches resulting from password vulnerabilities (United Healthcare,
McDonalds, Okta, Google, etc.), the bank performed a self-assessment and flagged this critical
issue as an MSIF (Matter Self-ldentified Finding) that needed immediate remediation. The bank
anticipates that regulators will soon take a rigorous look at authentication shortcomings across all
financial service firms due to the number of recent breaches tied to passwords.

Their specific concerns:

o Password sprawl across essential, legacy, and third-party SaaS apps

e Lack of MFA on many non-SSO apps

« Shared Accounts: which are an administrative and operational nightmare

o Costly Password Resets as users lose or forget passwords across hundreds of apps
« Alooming compliance risk if controls weren’t implemented fast

“We knew this is a gap regulators will soon flag,
so we flagged it first,” said a Senior Security
Architect. “The next step was finding a real fix.”



The Solution:
Unixi Passwordless, Universal SSO (uSSO)

After considering a wide array of technologies, password managers, passkeys, and non-SAML
proxies, the bank discovered Unixi’s unique approach: a patented, secure browser extension that
eliminates end user passwords, delivers frictionless single sign-on to any application (with or
without SAML), and provides detailed access visibility and control.

Key Benefits for the Bank

* 100% SaaS Coverage: SSO and MFA for both SAML and non-SAML apps

+ No More Passwords: Eliminates password and phishing risks across regulated systems
o Compliant Logging: Full audit trails by user, app, time, and device

+ Seamless End-User Access: One-button, “Login with Unixi” makes security invisible

« Immediate Visibility: Discovers Shadow IT and uncatalogued login activity

“With Unixi, we no longer worry about weak,
redundant, forgotten passwords, or phishing. It
delivered a huge risk reduction”

Rapid, Low-Impact Deployment

Using its existing MDM tools, the bank rolled out Unixi silently to thousands of employee
devices in under 2 hours. In discovery mode, Unixi identified:

o 800+ total SaaS and web apps in use
¢ 230 SAML-enabled apps
» 570 apps dependent on passwords, many unapproved and/or unknown

With visibility established, the security team began applying granular policy controls, blocking
access to unsanctioned apps and enforcing passwordless + MFA login for the rest in just weeks. All
non-SAML apps could now be accessed securely through Unixi, without application integration and
users no longer know, manage, or control passwords.
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Security Breakthrough:
Zero Trust for Non-SAML Apps

Unixi provides cryptographic, phishing-resistant authentication across all previously password-
based applications. Access is governed by a process called Key Derived Authentication (KDA) where
decentralized cryptographic keys calculate complex passphrases on the fly. These passphrases
are never stored anywhere, ensuring no single point of failure and full alignment with Zero Trust
principles. Unlike traditional password managers or proxies, “Unixi never stores its passphrases
anywhere and users have zero control or knowledge of these complex authentication phrases,”
stated CEO Chad Gerstensang; “Thus, users can no longer be phished because they don’t have
anything to ‘give up’ to hackers.”

Another key benefit of Unixi, for end-users, is its simple and universal, one-button, “Login with Unixi”
user experience, virtually eliminating password issues such as forgotten passwords. “Password
resets have dropped 90% since deploying Unixi,” shared the CISO.
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Welcome back

Please enter your details,

Email

fich@unixiio

Remember me Forgot your password?

Login with EUnRiXi

The CISO’s perspective

Unixi solved our biggest blind spot. It lets us eliminate passwords and associated risks such as
phishing and AiTM, securing every non-SAML app. Unixi did this without creating friction for users,
delivering a seamless SSO experience and in record time. It helped us turn a regulatory exposure
into a visibility and control strength greatly reducing risk to the bank.

Conclusion

For regulated industries like banking, the time for partial authentication solutions has passed.
This top U.S. bank showed that even legacy and non-SAML apps can be brought into a secure,
passwordless framework with Unixi’s universal SSO. With full visibility, complete control, and
seamless user experience, Unixi enabled the bank to stay ahead of regulators, and attackers.

About Unixi

Unixi was founded by elite white-hat hackers specializing in Red Team tactics. Their patented technology
eliminates the human vulnerabilities that drive breaches and ransomware, offering passwordless authentication
and universal SSO to every application in your enterprise.
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