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Purpose of This Paper

How translation entropy compounds across systems and why traditional IGA/
IAM cannot detect it

The three Al reasoning patterns that make access reviews evidence-based
instead of rubber-stamped

A phased adoption roadmap you can start in a contained domain within your
current environment
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Executive Summary

Enterprise IAM programs have reached a structural ceiling. They automate
individual access events effectively but cannot reason about how permissions
interact across systems, accumulate through lifecycle changes, and compound
into access states that no single review process can see. The result is standing
privilege - not from negligence, but because the cost of understanding
compounded access has historically exceeded the capacity of human-only
review processes.

This paper reframes IAM as a Decision Acceleration problem - improving the
clarity and speed of human access decisions by applying Al as a reasoning layer
that enriches reviews with cross-system context, usage evidence, and policy
alignment. It presents a five-layer technical architecture, three Al reasoning
patterns, a phased adoption roadmap, and a 180-day implementation timeline
grounded in financial reporting as a controlled starting domain. The goal is not
transformation. It is credible, measurable progress - one use case at a time.
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The Structural Ceiling of Modern IAM

Identity environments didn't emerge from a blueprint. They evolved.

This paper focuses on human identities for clarity, but the same translation and contextualization
gaps apply with greater intensity to non-human and agentic identities, which now outnumber
human ones by orders of magnitude in most enterprises.

Workforce directories. Customer identity platforms. Privileged access systems. SaaS administration
consoles. Cloud IAM services. Application-specific authorization models. Each solved real problems
within its domain, but rarely under a unified architectural vision and almost never with a shared data
model for how access is represented, granted, or evaluated across the broader estate.

Over the past two decades, automation has improved operational efficiency considerably. Role-
based access control standardized permission assignment. Lifecycle automation accelerated
provisioning and deprovisioning. Separation-of-duties controls reduced obvious policy conflicts.
Periodic access reviews created governance checkpoints. PAM workflows brought structure to
privileged operations.

These capabilities represent genuine progress - but they share a common limitation: they operate on
individual events and static models. They can process an access request, enforce a role assignment,
or flag a known SoD violation. What they do not do, at scale or economically, is continuously reason
about how permissions interact across systems, accumulate through lifecycle events, and compound
into an effective access state that no single event or review fully represents.

This is the contextualization ceiling.

Consider a financial reporting environment - ERP systems, reporting platforms, data warehouses,
and the roles that govern access to them during quarterly close. A finance analyst is provisioned
with a standard reporting role. During a close cycle, she receives elevated access to post journal
entries in a specific ERP module - a legitimate, approved change. In the next quarter, a regional
consolidation project grants her read access to a subsidiary's financial data through a separate
reporting platform. Six months later, an organizational restructure moves her team under a new
cost center, and her role mappings are updated - but the legacy entitlements from the prior
structure remain because no one is certain which downstream workflows depend on them.

And those application-level roles are only part of the picture. To reach the ERP environment, she
holds a VPN profile and network access rules managed by infrastructure operations. Underneath
the application roles sit database credentials or service account bindings managed by the DBA
team. The reporting platform authenticates through a separate identity provider with its own group
memberships. The data warehouse has its own access control model entirely. Each of these layers
is managed by a different team, through a different system, under a different governance cycle -
and they are almost never reviewed together.

Each of these changes - at every layer - was individually reasonable.
Each followed established process. Each was approved within its
governance scope.




But the compounded result is an effective access state that spans multiple financial systems,
crosses regional data boundaries, bridges infrastructure and application layers, and includes
entitlements that were never intended to coexist under a single identity. No individual access
review saw this full picture, because each review evaluated its own domain - the ERP module, the
reporting platform, the network access rules, the database permissions - in isolation.

This is not exceptional. It is the norm, and it is precisely the pattern that traditional IAM automation
was not built to detect continuously or reason about at scale.

Organizations stabilize around standing privilege - not because it reflects good security practice,
but because it is operationally predictable. When the alternative is removing access that might
break a workflow no one fully understands, the rational choice is to leave it in place.

Standing privilege is not a failure of governance. It is the logical equilibrium of systems that
automate events but do not reason continuously about compounded access states.

The ceiling is not automation. It is not governance. It is
contextualization - the ability to synthesize fragmented identity data

into a coherent view of what access actually exists, how it got there,
and whether it still aligns with policy intent.

Breaking through that ceiling requires a different kind of capability one that can operate across the
boundaries that traditional IAM tools were built within.

APPLICATION LAYER

IDENTITY LAYER

‘ Workforce IdP J ‘ IGA platform J ‘ PAM ‘ Customer IdP

INFRASTRUCTURE LAYER

VPN / network Database ACLs OS / system auth Service accounts

Cross-domain visibility gap
Each layer reviewed independently - compounded effective access never evaluated together

Figure 1 — Fragmented identity estate with cross-domain visibility gap
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The Chain of Translation and Policy Drift

Policy does not directly become permissions. It moves through a chain of translation - and each
link in that chain introduces interpretation. At each layer, the translation fragments further -
spreading across more systems, more teams, and more governance processes than the layer
above it.

In a financial reporting environment, the chain typically looks like this:

* Policy Intent

Regulatory frameworks such as SOX, GDPR, or DORA establish requirements like segregation of
duties between financial transaction processing and reporting access. These requirements are
typically captured in GRC platforms (RSA Archer, ServiceNow GRC) or regulatory compliance
libraries.

¢ Internal Standards

The organization translates that intent into enforceable rules: "Users with general ledger posting
access must not hold reporting administration roles.” "Access to regional financial data must
be restricted by geographic scope.” In practice, these standards live in policy documents, wiki

pages, and SharePoint sites - often maintained independently by different teams.
* Implementation Guidance

Technical architects interpret those standards into platform-specific configurations: Azure
Policy and Management Group constraints governing cross-subscription access, ERP module-
level role definitions (SAP authorization objects, Oracle EBS responsibilities), reporting platform
permission sets, database access control lists. The mapping from standard to configuration is
rarely documented in a traceable, structured form - it often lives in Jira tickets, implementation
specs, or spreadsheets.

* Roles, Groups, and Permission Sets

These are the actual configuration objects provisioned across systems: Entra ID groups, SAP
roles, Oracle EBS responsibilities, Azure RBAC policies, SailPoint role definitions, CyberArk safe
assignments. At this stage, the original policy intent is several layers removed, replaced by
technical labels like FIN_ANALYST_GL_POST_NA or RPT_ADMIN_EU_READONLY. Each system
maintains its own permission model independently.

e Effective Access

The resolved state: what an identity can actually do once all previous translations have stacked
together across systems and layers - including infrastructure entitlements (database grants, VPN
profiles, firewall rules, service account bindings) that are often managed and reviewed entirely
separately from the application-level roles above them.
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POLICY INTENT

Regulatory intent
SOX 404, GDPR, DORA

Enterprise policy
Segregation of duties

Interpretation

Internal standards

GL posters + RPT admins

Configuration

Roles and permissions

Technical entitlements

Accumulation

Effective access
Compounded, cross-system

Drift accumulates

Intent is clear

Gap: What nobody traces end to end

WHERE IS ACTUALLY LIVES

RSA Archer Service Now GRC
GRC policy library Compliance modules
Word / SharePoint Confluence wiki
Policy documents Standards pages
Jira [ ADO tickets Spreadsheets
Implementation specs Role-to-control mapping
Entra ID Oracle EBS AWS IAM
Groups / roles Responsibilities Policies / SCPS
SAP SailPoint CyberArk
Auth objects Role definitions Safe / accounts
DB grants VPN profiles Firewall ACLS
Oracle / SQL Server Palo Alto / Cisco Network rules
Snowflake Power Bl Service accts
Database roles Workspace roles Unmonitored

Each system has its own model No unified view across them

Figure 2 - Chain of translation: policy intent vs. where it actually lives
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The problem is not that any single link is wrong. The problem is that these layers evolve
independently. Consider how translation drift manifests in practice:

Segregate GL posters FIN_ANALYST_ User holds both SoD violation
reporting from cannot hold GL_POST_NA roles during close;  invisible at
transaction reporting + RPT_ADMIN_ no automated application
processing admin QUARTERLY conflict detection  layer
across platforms
Restrict financial EU data FIN_ANALYST_ Global Regional
data by region accessible EU + FIN_ consolidation role  boundary
only from EU- CONSOLIDATION_  grants read access bypassed
scoped roles GLOBAL to EU data from through role
NA-based sessions layering
Limit privileged Elevated ERP ERP_ Role remains Standing
access to access only SUPERUSER_Q_ active 168 hrs/ privilege
defined windows  during quarterly CLOSE granted week; no expiration exceeds policy
close standing or usage-bound intent
activation
Audit trail for all ~ All access to Logging enabled Database-layer Audit gap at
financial data reporting data  on reporting access to same infrastructure
access must be logged platform data via service layer

account is
unlogged

Each row represents a legitimate policy that was implemented in good faith. The drift column
shows where interpretation, layering, and independent evolution have created gaps between intent

and reality.

This is Translation Entropy - the progressive loss of fidelity as policy intent moves through
implementation layers and accumulates over time.

The result is lateral entitlement movement: individually compliant access grants that combine into
pathways no single policy intended.

Consider the finance analyst from Section 1. She holds GL journal posting access in the ERP and
reporting administration in the business intelligence platform. Each system's SoD check passes
- the ERP validates its own roles, the reporting platform validates its own. But the combination
means she can post financial transactions and administer the reports that certify them. That is a

cross-system SoD violation that no single platform can see.
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It gets worse at the infrastructure layer. The same analyst holds a corporate-wide VPN profile
(broader than her finance scope requires) and direct database read-write credentials managed
by the DBA team. That combination creates a second pathway - one that bypasses application-
layer controls entirely, providing direct access to the underlying financial data without the logging,
authorization checks, or audit trails that the application enforces.

These are not misconfigured roles. They are toxic combinations - the product of layered
translations, managed by different teams, that were never designed to be evaluated together.

In practice, these translations are not static - they evolve independently across systems, often
resulting in multiple valid but conflicting interpretations of the same policy. What an ERP team
understands as "segregation of duties” may differ materially from how the reporting platform
implements it, and neither may reflect what the audit team expects to find.

What's needed is not another policy document or another review cycle. It's a connective layer - a
Policy Mesh - that maintains traceable relationships between intended policy and implemented
permissions, across the full chain from regulatory intent through interpreted standards,
implemented roles, and effective access. Not a control plane. A translation and traceability layer
that makes these relationships visible, queryable, and auditable.

When translation is visible, organizations can move from debating what policy should be to
managing what it actually is. By making these translations explicit and continuously observable, the
Policy Mesh improves the clarity and consistency of access decisions across the domain.

4 )

& o Health Check - Policy Translation

Question (Yes No PartiaD

1 Can you trace a specific access permission back to the policy
requirement it implements?

2 Do you have a documented mapping from regulatory
requirements through standards to roles and permissions?

3 When a policy changes, can you identify which roles and
permissions are affected?

4 Are translation mappings versioned so you can detect when
implementation has drifted from intent?

5 Do the teams implementing access controls in different systems
share a common interpretation of the same policy?

6 Can you identify where individually compliant permissions
combine into unintended access pathways?
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Decision Acceleration and Identity Context

Identity programs are often framed primarily as control systems mechanisms for enforcing who
can access what. But the real operational challenge is decision clarity: can the people responsible
for access decisions actually see enough context to make good ones? Translation Entropy, as
described in Section 2, ensures that they usually cannot the gap between policy intent and
implemented permissions is too wide, too fragmented, and too distributed for any individual
reviewer to bridge.

Consider what actually happens during a quarterly access review. A manager receives a list of
four entitlements for a finance analyst technical role names, no context. She doesn't just approve
blindly. She tries to get context. She asks the user: "Do you still need these?" The user says yes

- they always say yes. She emails the application owner: "What does RPT_ADMIN_QUARTERLY
actually allow?" She waits five days for a reply. She asks IAM operations to check whether the user
has related access in other systems. "That's not our scope.”

Two to three weeks later, the manager has partial answers from three people, no cross-system
view, no usage data, and a review deadline that has already passed. She approves all four
entitlements - not because she believes they're all necessary, but because she doesn't have
enough evidence to confidently remove any of them.

That's the first review. Here's what happens next.

The second review cycle, same entitlements come up. This time the manager doesn't email the
app owner or IAM ops - last time that took weeks and produced nothing actionable. She asks the
user: "Same as last time?" The user confirms. She approves.

By the third cycle, she doesn't ask anyone. Same list, same people, same outcome. Approve all.

This is Governance Entropy - the progressive decay of review quality when the effort required
to make an informed decision consistently exceeds the information available to support it. The
process doesn't just start broken. It gets worse each cycle, because the experience of trying and
failing to get context teaches reviewers that the effort isn't worth it.

Over time, access reviews become compliance artifacts rather than risk
management activities. Standing privilege compounds. Toxic combinations

persist. And the review process that was designed to catch these
problems becomes the mechanism that preserves them.
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Goverbance entropy

REVIEW PROCESS OVER TIME

First Review - Tries Hard

~———  WITH DECISION ACCELERATION —

Every Review - Same Quality

Asks user: "Do you still need these?"

Emails app owner: "What does this do?"

ERP journal posting
Used during close 85% of peers
Recommendation: retain

Asks IAM ops: "Check other systems?"

2-3 Weeks 3 People Partial Answers

( Approves all anyway ]

Second Review - Shortcuts

Report administration
Last used 47 days ago 2% of peers
Recommendation: remove (SoD risk)

Asks user: "Same as last time?"

Global data warehouse
Never used. 0% of peers project ended
Recommendation: remove

User: "Yes, nothing changed"

[ Approves all ]

Third Review - Rubber Stamp

ERP elevated access
Active 24/7, used only during close
Recommendation: convert to time-bound

Doesn't ask anyone

Context is always current No emails,
no waiting, no guessing Recommendations
improve each cycle

"Same List, Same People, Just Approve”

[ Approve all J

Standing privilege compounds
Toxic combinations persist unseen
Review becomes compliance theater

Remove 2

Defensible

Keep 1
Evidence-based

+ Flag 1 For Time-Bound Elevation

Standing privilege compounds
Toxic combinations persist unseen
Review becomes compliance theater

Each system has its own model No unified view across them

Without context

Each cycle gets worse Effort decreases, risk
increases Governance decays to compliance
theater

With context

Each cycle gets better Decisions improve
as Al learns Governance strengthens over
time

ogk
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Decision Acceleration reframes IAM as a system that improves the clarity and speed of access
decisions - not by removing humans from the loop, but by giving them the context they need to

decide with confidence.

What does that context look like technically? Consider the same finance analyst from Section
1 - the one whose entitlements accumulated across four lifecycle events and seven systems. An
identity decision context assembles everything a reviewer needs into a single, queryable view:

Identity Decision Context: Finance Analyst HR-20847

Identity

User ID HR-20847

Department Finance - NA Regional Reporting
Manager [manager_id]

Location New York

Lifecycle Active - Tenure: 4.2 years

Entitlements (cross-system)

ERP

FIN_ANALYST_GL_POST_NA, ERP_SUPERUSER_Q_CLOSE

Reporting Platform

RPT_ADMIN_QUARTERLY, RPT_EU_READONLY

Data Warehouse

DW_FINANCE_READ, DW_CONSOLIDATION_GLOBAL

Cloud IAM Entra ID role FinanceAnalyst-Prod (assumed via SSO)
Infrastructure VPN-Finance-Prod, DB-FinanceCluster-Read
PAM No standing privileged sessions




Usage Signals (last 180 days)

ERP GL posting Active during Q3/Q4 close windows only
RPT_ADMIN Last used 47 days ago
DW_CONSOLIDATION_ Never accessed

GLOBAL

VPN-Finance-Prod Daily during close, weekly otherwise
DB-FinanceCluster-Read 3 sessions in 180 days

Peer Baseline (Finance Analysts, NA Region)

FIN_ANALYST_GL_POST_NA Typical — 85% of peers hold this

RPT_ADMIN_QUARTERLY Outlier — 2% of peers

DW_CONSOLIDATION_ Outlier — 0% of peers
GLOBAL
RPT_EU_READONLY Uncommon — 8% of peers (regional consolidation only)

Policy Alignment

SoD ® REVIEW GL posting + reporting admin combination
Regional scope ® DRIFT EU data accessible from NA identity
Standing privilege O FLAG ERP_SUPERUSER active outside close window

Risk Indicators

Composite risk score Elevated
Primary driver Cross-regional data access + SoD overlap
Blast radius 3 financial systems, 2 data domains, SOX scope

ogi 1
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Compare this to the alternative: a spreadsheet listing role names, reviewed by a manager who may
not know what half of them mean, with no usage data, no peer context, and no visibility into how
they interact.

Decision Acceleration is not about faster approvals. It is about

decisions made with enough context that the outcome - approve,
modify, or remove - can be defended with evidence.

@ ® Health Check - Decision Context

Question <Yes No PartiaD

1 Do access reviewers see cross-system entitlements for the
identities they are certifying?

2 s usage data (when and how access is exercised) available during
access reviews or approval workflows?

3 Can reviewers compare an identity's access against peer baselines
for the same role or function?

4 Do approval workflows surface policy alignment indicators (SoD
conflicts, regional scope, standing privilege flags)?

5 Can you estimate the blast radius of a proposed access change
before it is granted?

6 Are access decisions supported by evidence that can be
presented to auditors or regulators?
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Section 4

The Standing Privilege Equilibrium

\/ @

Standing privilege persists because it stabilizes uncertain environments. Section 1 described how
this equilibrium forms

individually reasonable decisions that compound into access states no one fully understands. In
a financial reporting domain, the pattern is especially concrete: quarterly close roles provisioned
standing at 168 hours per week even though the workflows requiring them run for two to three
weeks per quarter, project access that layers on top of existing entitlements rather than replacing
them, and service accounts with broad persistent credentials because scoping them dynamically
would require integration work that competes with other priorities.

The underlying problem is not a lack of will. It is a lack of continuous visibility into how access is
actually used relative to how it is granted. When usage data is available, the gap becomes concrete:

ERP_ 168 hrs/week, ~15-20 hrs/week ~4.8% 95.2% unnecessary
SUPERUSER_Q_ continuous during close (~6 standing exposure
CLOSE wks/yr)

RPT_ADMIN_ 168 hrs/week, ~10 hrs/week ~7% 93% unnecessary
QUARTERLY continuous during close + standing exposure

occasional ad hoc

DW_ 168 hrs/week, No usage in 180 0% 100% unnecessary
CONSOLIDATION_  continuous days standing exposure
GLOBAL

VPN-Finance- 168 hrs/week, Daily during close, ~25% 75% unnecessary
Prod continuous weekly otherwise standing exposure

These are not theoretical projections. They represent the kind of usage-to-entitlement analysis that
becomes possible once identity data, access logs, and temporal context are correlated - the same
data that feeds Al-assisted reasoning.

The shift from standing privilege toward more dynamic access does not require a leap of faith. It
requires continuous visibility into usage patterns, enriched with lifecycle and policy context, that
makes it possible to right-size access based on evidence rather than assumption.

That visibility is what breaks the equilibrium.
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(J e Health Check - Standing Privilege

Question

Do you know which elevated or privileged entitlements in this
domain are granted on a standing basis?

CYes

No

PartiaD

Can you measure the utilization rate of standing privileges (actual
usage vs. granted availability)?

Do you have mechanisms to grant time-bound or event-driven
elevation instead of standing access?

Are infrastructure-layer entitlements (VPN, database, service
accounts) reviewed alongside application-layer roles?

When a business process ends (e.g., quarterly close), do the
associated elevated entitlements expire automatically?

Can you distinguish between access that is actively needed and
access that persists out of operational inertia?

ogk
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Al as an Identity Reasoning Layer

The current wave of Al technologies introduces a meaningful shift for identity programs - not
because Al replaces governance, but because it can synthesize fragmented identity context at a
scale and speed that human-only processes cannot sustain.

The value of Al in this context is specific: it operates as an analytical and reasoning layer that
materially reduces the cognitive effort required to understand access relationships - helping humans
identify anomalies earlier and make decisions with more confidence. It does not make access
decisions autonomously. It enriches the decisions that humans make.

In a financial reporting domain, three reasoning patterns illustrate how this works in practice.

Pattern 1: Entitlement Summarization

The first and most immediately useful capability is cross-system entitlement summarization -
assembling a coherent view of what access an identity actually holds across platforms.

Inputs

Role assignments and group memberships from IGA platforms. Permission sets from ERP, reporting,
and data warehouse systems. Cloud IAM role bindings. Infrastructure access records (VPN, network,
database). PAM session history.

Processing

The Al reasoning layer normalizes these inputs against a common identity correlation key, resolves
effective permissions by traversing group memberships and role inheritance chains, and compares
the result against peer baselines and policy translation mappings from the Policy Mesh.

Output

A consolidated access summary - structured like the identity decision context described
in Section 3 - with risk annotations highlighting outlier entitlements, SoD conflicts, unused
permissions, and policy drift indicators.

This capability alone addresses a significant portion of the decision friction that drives rubber-
stamped certifications and standing privilege. Reviewers can see - in a single, synthesized view -
what access exists, whether it aligns with peers and policy, and where the risk concentrations are.

Pattern 2: Recertification Support

Access recertification is one of the most resource-intensive and least effective governance
processes in most organizations. Managers receive lists of entitlements they don't fully understand,
without usage context, and approve them under time pressure. The result is a compliance artifact,
not a risk management activity.

Inputs

Current entitlements across all systems. Usage and session logs covering the last 90 to 180 days.
Peer group baselines derived from organizational structure and role classification. Lifecycle events
job changes, org restructures, project assignments - within the review period.
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Processing

The Al layer performs usage-to-entitlement gap analysis, identifying permissions that are granted
but not exercised. It applies temporal pattern recognition to distinguish genuinely unused access
from cyclical access (quarterly close roles that are expected to be dormant between cycles). It
cross-references lifecycle events to flag entitlements that may have been orphaned by a role
change or organizational move.

Output

A risk-prioritized review queue where each entitlement carries a confidence-scored
recommendation - retain, modify, or remove with supporting evidence: usage frequency, peer
comparison, policy alignment status, and lifecycle context. High-confidence items (clear outliers
with no usage and no peer match) can be flagged for expedited review or automated removal with
human approval. Ambiguous items are surfaced with the context needed for an informed decision.

Pattern 3: Blast Radius Approximation

Before granting or modifying access, organizations rarely have a clear picture of the downstream
impact. What systems does this role touch? What data domains become accessible? What lateral
pathways does it create in combination with existing entitlements?

Inputs

The proposed access change. The identity's current entitlement graph. System interconnection
mappings (which applications share data, which service accounts bridge systems). Data
classification metadata.

Processing

The Al layer performs graph traversal across the identity relationship model, mapping how the
proposed change extends the identity's reach across systems and data domains. It models
potential lateral movement paths - where the combination of existing and proposed access
creates new pathways. It estimates the data exposure delta and compares the resulting access
profile against peer baselines and policy boundaries.

Output

An impact assessment showing the scope of change: which systems, data domains, and downstream
identities are affected. A risk delta quantifying how the change shifts the identity's overall exposure.
Comparable historical changes - similar access grants and their outcomes - for context.

The Progression

These three patterns represent a progression from visibility (what access exists) through intelligence
(what access is risky) to foresight (what will this change do). Together, they are what make Decision
Acceleration operational - not through automation of decisions, but through materially improved
decision clarity and speed.

Human oversight remains at the center. Al surfaces context and recommendations. Humans make
and validate decisions. Every Al-assisted recommendation must be explainable and auditable.
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X Health Check - Al Reasoning Readiness

Question

1 Is identity and entitlement data from core systems accessible in a
normalized, correlated form?

CYes

No

PartiaD

2 Are usage and session logs available and correlated to specific
entitlements (not just system-level access)?

3 Can you define peer groups by job function and organizational unit
for baseline comparison?

4 Do you have sufficient data history (90-180 days minimum) to
distinguish cyclical access from genuinely unused access?

5 Is there an existing workflow or review process where Al-generated
recommendations could be presented to human reviewers?

6 Can your governance framework accommodate Al-assisted
recommendations while maintaining auditability and explainability?

oFi
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Technical Architecture for Al-Augmented IAM

A practical architecture for Al-augmented identity consists of five layers, each with specific
integration patterns and design considerations.

Identity Data

The foundation is a normalized, correlated identity data layer that aggregates access information
across systems and infrastructure tiers.

Sources include: HRIS platforms (Workday, SAP HCM) for authoritative identity and organizational
data. Identity providers (Entra ID, Okta) for authentication and group membership. IGA platforms
for role assignments and lifecycle state. PAM systems (CyberArk, Delinea) for privileged session
data. Saa$S entitlements across administered platforms. Cloud IAM (Azure RBAC, Entra PIM, GCP
IAM) for cloud-native roles and policies. Application-specific permission models. Session, usage,
and audit logs.

Infrastructure sources often overlooked: VPN profiles and network access rules. Firewall policies
governing system reachability. OS and system-level authentication records. Database credentials
and service account bindings. Data warehouse and analytics platform access controls.

Integration patterns: SCIM for identity synchronization across directories and applications. API-
based entitlement extraction for systems without SCIM support. Log forwarding via syslog, CEF, or
OCSF for usage and session data. ETL pipelines for batch ingestion from legacy systems.

Key design requirement: Normalized identity correlation - mapping a single human identity to
multiple system accounts and aggregating their entitlements into a unified view that spans
application, infrastructure, and data tiers.

Policy Translation

This layer maintains structured, versioned representations of the Chain of Translation - from policy
intent through standards, implementation guidance, and role definitions to effective access.

Components include: Policy models expressed as structured data (not just documents).
Translation mappings that connect policy requirements to the technical controls and roles that
implement them. Identity relationship graphs that model how roles, groups, permissions, and
system interconnections combine.

Technical approach: A graph database (Neo4j, Amazon Neptune, or equivalent) provides the
natural data model for identity relationships identities connected to roles, roles connected to
permissions, permissions connected to systems, systems connected to data domains. Translation
mappings are maintained as versioned configuration, enabling drift detection by comparing
current state against prior baselines.

This is where the Policy Mesh lives - the connective tissue between what policy intends and what
technical implementation actually produces.
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Al Reasoning

The reasoning layer consumes normalized identity data from Layer 1and translation context from
Layer 2 to produce the analytical outputs described in Section 5.

Model considerations: LLM-based summarization for generating human-readable access
summaries, recertification narratives, and impact assessments. ML-based pattern recognition
for anomaly detection, peer group baseline modeling, and usage pattern analysis. Rules-based
guardrails for enforcing known policy constraints - SoD rules, regional scope restrictions,
classification-based access limits - that should not depend on probabilistic inference.

Design principle: The reasoning layer recommends; it does not enforce. Its outputs are advisory
inputs to the orchestration and governance layers.

Orchestration
The orchestration layer translates Al-generated recommendations into actionable workflows.

Components include: Workflow engines that route recommendations to appropriate reviewers.
Access request systems that present enriched context alongside approval decisions. PAM
elevation systems that can activate time-bound access based on approved requests. Policy
enforcement points that apply decisions across target systems.

Integration pattern: Bi-directional. The orchestration layer receives recommendations from

the Al reasoning layer and presents them to human decision-makers. Decision outcomes -
approve, modify, reject feed back into the reasoning layer as training signals that improve future
recommendations.

Governance
The governance layer ensures that every Al-assisted decision produces an auditable, explainable trail.

Components include: Human approval workflows with escalation paths. Audit evidence generation
- capturing what data the Al considered, what it recommended, what the human decided, and the
rationale. Explainability controls that can reconstruct the reasoning behind any recommendation.
Fallback mechanisms that revert to manual processes if the Al reasoning layer produces low-
confidence or contradictory results.

Critical requirement: Auditability is not optional. Every recommendation, every decision, and every
enforcement action must be traceable from policy intent through to outcome.
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Data flows up « Recommendations flow down « Decisions feed back « Audit captures all

Figure 4 - Five-layer Al-augmented IAM architecture
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Question <Yes No

@ e Health Check - Architecture Readiness

PartiaD

Can you correlate a single human identity to all of their accounts
and entitlements across systems?

Do you have API-based or SCIM-based integration with your
primary identity and access systems?

Are infrastructure-layer access systems (VPN, network, database)
integrated into your identity data model?

Do you maintain structured, versioned representations of policy-
to-role translation mappings?

Is there a graph or relational model that captures relationships
between identities, roles, permissions, and systems?

Do your orchestration workflows support bi-directional integration
(recommendations in, decision outcomes back)?

ogk
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Section 7

A Practical Adoption Roadmap

\/ @

The path toward Al-augmented identity is not a transformation program. It is a disciplined progression
that builds confidence in how access decisions are made, validated, and enforced.

Selecting Where to Start

Not all identity domains are equally suited for early adoption. The goal is not to start where risk is
highest, but where context is most complete - where identity decisions can be reasoned about with
confidence even before reasoning is automated.

Five characteristics separate viable starting points from those that stall: clear policy and process
alignment, predictable usage patterns tied to defined business cycles, visible translation from policy
to roles to permissions, defined business ownership that can validate and challenge decisions, and
contained impact where errors are bounded and do not propagate across the entire estate.

For organizations evaluating multiple candidates, a structured prioritization model brings discipline to
the selection:

Financial Risk Reduction Does this directly reduce exposure to a meaningful
Impact risk scenario?

Risk Reduction Will this reduce manual effort or operational cost

measurably?

Time to Value Can we demonstrate impact within 6-12 months?

Implementation Data Availability
Complexity

Is required identity and access data accessible and
usable?

Integration Effort Can this be implemented with existing platforms and

interfaces?

Skill Alignment Do we have the technical capability without major

external dependency?

Is there a clear business owner who can validate
decisions?

Organizational
Readiness

Business Ownership

Change Impact Will this introduce significant workflow disruption?

Stakeholder Alignment Are security, IT, and business stakeholders aligned?

Strategic Value Momentum Will this build visible credibility and support further

investment?

Foundational
Capability

Does this create reusable capabilities (data, models,
workflows)?

Risk Alignment

Does this align to top enterprise risks or regulatory
priorities?

ogk
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Score each dimension from 1 (low) to 5 (high). A strong starting point demonstrates balance
across pillars - not just high risk, but sufficient structure, ownership, and data quality to support
disciplined experimentation.

Financial reporting domains consistently score well: clear SOX-driven policy alignment, predictable
quarterly usage cycles, established ownership through finance and audit functions, accessible ERP
and reporting data, and strong audit scrutiny that creates natural demand for improved evidence.
This makes financial reporting a useful controlled environment for introducing Al-assisted
reasoning structured enough to validate the approach, visible enough to demonstrate value.

Phase O Phase 1 — Phase 2 Phase 3 Phase 4 - 5/6
Preconditions Translation Context Al reasoning Risk reduction Refine
Visibility D
Context G
Al reasoning

Risk reduction

Dynamic access

Contained domain (e.g., financial reporting)
Expand to adjacent domains only after model proves effective

Figure 5 - Phased adoption roadmap with capability progression

Once a domain is selected, the focus shifts from prioritization to delivering value - starting where
the data is most accessible, not where the problem is most complex.

- Preconditions

Before introducing new capabilities, establish a minimal foundation: identity data availability
across core systems (HR, IdP, IGA, PAM, SaaS, cloud), basic ownership clarity for the selected
domain, and existing access model visibility (roles, groups, entitlements). In a financial reporting
domain, this typically includes ERP role definitions, reporting platform entitlements, and basic
usage or audit log data.

This does not require perfection. But without this baseline, subsequent reasoning will be
incomplete and may produce misleading conclusions eroding trust in the approach before it has a
chance to demonstrate value.
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- Context Assembly

Assemble cross-system identity context from operational data that exists today: entitlement and
role data from IGA platforms, group memberships from identity providers, usage and session logs,
lifecycle signals from joiner/mover/leaver events, organizational context (region, function, project
alignment), and temporal patterns aligned to business cycles like quarterly close.

This does not require a fully mapped Policy Mesh. The goal is to build the identity decision context
described in Section 3 - the cross-system view of what access exists, how it is used, and how

it compares to peers - from behavioral and operational data. In most organizations, this data is
accessible through existing IGA, PAM, and logging infrastructure. The challenge is correlation, not
collection.

- Al-Assisted Reasoning

With cross-system context assembled, introduce the Al reasoning capabilities described in
Section 5 - entitlement summarization, recertification support, and blast radius approximation.

Decision Acceleration materializes here - not through automation of decisions, but through
enriched context that makes human decisions faster and more confident. Reviewers see usage
patterns, peer comparisons, and risk indicators instead of flat entitlement lists.

- Risk Reduction

With enriched context and Al-assisted reasoning in place, focus on reducing unnecessary
standing privilege within the domain. Remove unused or redundant access. Tighten role definitions.
Introduce expiration where appropriate. Improve recertification inputs using the enriched context
from prior phases.

This phase delivers immediate, measurable value without introducing operational disruption.
Improved decision clarity enables more confident adjustment or removal of access that would
previously have remained unchanged.

The hard part of reducing standing privilege has never been spotting it. It is removing it without
breaking workflows no one fully understands, which is why every change in this phase is informed by
usage evidence and peer context, and validated by the business owner who will live with the result.

- Translation Mapping (Policy Mesh)

With operational context established and initial value delivered, begin the deeper work of mapping
the Chain of Translation: Policy - Standard - Role - Permission - Effective Access.

This is organizational archaeology. The goal is not to rationalize or redesign the model immediately
- it is to make the current state observable. Organizations typically uncover overlapping roles,
inherited permissions from prior organizational structures, regional or project overlays, and
inconsistencies between policy intent and technical implementation. In financial reporting, this
often reveals how elevated "super-user" roles map across ERP modules, reporting tools, and
regional overlays - and how infrastructure-layer access (VPN, database, service accounts) creates
pathways that application-layer governance doesn't see.

For large enterprises, this work extends well beyond 180 days even within a single domain. It is
informed by what Phases 1--3 reveal the behavioral data shows where translation drift is most
acute and where the Policy Mesh should focus first.
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Deliverable: A domain-specific Policy Mesh - the translation mapping that connects policy intent
to effective access within the bounded domain.

- Controlled Access Refinement

Only after contextual reasoning and translation visibility are established should organizations begin
refining how elevated access is granted and maintained. This may include event-driven access
activation tied to business processes (quarterly close triggers), automated expiration aligned to
usage windows, and tighter scoping of standing entitlements.

These changes remain bounded within the selected domain, maintain clear human oversight, and
are informed by the usage evidence and reasoning capabilities built in prior phases.

- Expansion

Once the model proves effective, extend it to adjacent domains: production engineering
environments, cloud administrative roles, SaaS platform administration, or other areas with clear
usage patterns and defined ownership.

Each expansion strengthens the broader Policy Mesh and improves the organization's ability
to reason about access across the identity estate. The same architecture, data models, and
reasoning patterns apply adapted to the policy and usage characteristics of each new domain.

Conclusion

I've spent enough years in this field to know that the most sustainable progress comes from
disciplined iteration, not ambitious transformation programs.

Identity programs evolved alongside complex enterprises. Standing privilege persists not because
organizations ignore risk, but because reasoning about layered, compounded access across
systems and time has historically been too expensive and too incomplete to do with confidence.

Improving that reasoning capability - making the translation chain visible, enriching access
decisions with real context, and applying Al to synthesize what humans cannot correlate at scale -
is where credible progress begins.

The path forward is not a sudden shift to dynamic or time-bound access across the estate. It
is a disciplined progression: improve translation visibility, strengthen identity context, reduce
unnecessary standing privilege in contained domains, and expand as confidence and evidence
accumulate.

The future of identity is not simply more automation. It is decision clarity and speed - supported
by context that was always there but never synthesized.

As decision clarity improves, standing privilege becomes less necessary not through mandate, but
through confidence.

That is a goal worth pursuing - one use case at a time.
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What's Next - From Assessment to Action

The roadmap in this paper is designed to be acted on, not just read. For identity leaders ready to
begin, the following three horizons translate the phased approach into concrete milestones. How
fast an organization moves through them depends on scope selection, prioritization, environment
complexity, investment, and access to subject matter expertise. A smaller organization with
modern infrastructure and available specialists may complete all three horizons in 180 days. A
mid-sized organization with legacy environments and sufficient investment and resourcing should
expect at least 9-12 months. For many large enterprises with complex identity estates, this is
realistically a 12-24 month journey for a well-scoped use case - still a fraction of a multi-year
transformation program, and delivering measurable value at each horizon.

Assess and Align

The first horizon is about establishing the foundation for informed action - not launching a
program.

Complete the health checks - Work through the health check tables in Sections 2--6 for your
candidate domain. Document where you answered "No" or "Partial’ - these are your starting gaps.

Select a domain - Apply the prioritization scoring model (Section 7) to 2--3 candidate domains.
Select the one with the strongest combination of policy clarity, data availability, and business
ownership.

Identify stakeholders - Engage the business owner, IAM operations lead, and relevant
infrastructure teams for the selected domain. Confirm willingness to participate in a bounded pilot.

Establish baseline visibility - Inventory the identity and access data sources available for the
selected domain. Identify what is accessible today and what requires new integration.

Assemble Context

The second phase builds the cross-system visibility that Al reasoning will depend on - starting
from operational data, not policy archaeology.

Correlate cross-system entitlements - Map each identity's entitlements across IGA, cloud IAM,
infrastructure, and application systems into a unified view. This is the foundation of the identity
decision context described in Section 3.

Establish peer baselines - Define peer groups by job function and organizational unit. Identify
which entitlements are typical and which are outliers for each group.

Enrich with usage context - Correlate entitlement data with usage logs, lifecycle events, and
temporal patterns (e.g., quarterly close cycles). Build the context layer that distinguishes active
access from standing privilege.

Quantify standing privilege exposure - Calculate utilization rates for elevated entitlements in
the domain. Produce the kind of usage-to-entitlement analysis described in Section 4.
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Reason and Reduce
The third phase introduces Al-assisted reasoning and delivers the first measurable risk reduction.

Introduce Al-assisted summarization - Deploy entitlement summarization for identities in the
selected domain - consolidated cross-system access views with peer comparison and policy
alignment indicators.

Enrich the next recertification cycle - Use Al-generated context to support the next
scheduled access review. Provide reviewers with usage data, peer baselines, and confidence-
scored recommendations instead of flat entitlement lists.

Execute first risk reduction actions - Based on enriched context, remove unused or
redundant access, tighten role definitions, and introduce expiration for entitlements that
should not be standing.

Measure and communicate results - Quantify the impact: entitlements reduced, standing
privilege exposure decreased, review cycle time improved, reviewer confidence increased.
Present findings to stakeholders and leadership.

Beyond the Horizons

With context assembly, Al-assisted reasoning, and initial risk reduction demonstrated, the
organization has earned the credibility to pursue deeper structural work. Three workstreams

open up: begin translation mapping to build the domain-specific Policy Mesh (the organizational
archaeology that traces policy intent through to effective access), expand horizontally to adjacent
domains (applying the same context assembly and reasoning patterns), and introduce controlled
access refinement within the proven domain (event-driven elevation, automated expiration).

The Policy Mesh is the longest of these workstreams - for a large enterprise, even a single
domain may require 12-18 months to map from regulatory intent through internal standards to
implemented permissions. But that work is informed and prioritized by what the first 180 days
reveal: behavioral data shows where translation drift is most acute and where the Mesh should
focus first.

The first 180 days are not about building a program. They are about building proof -
the kind that earns the confidence and investment required for what comes next.
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This is what Opti was built to do
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The framework in this paper is not theoretical. Every structural challenge described here -
Translation Entropy, standing privilege accumulation, context-poor access reviews, Governance
Entropy - is one that Opti was designed to solve.

Opti is an Al-native IAM product built for exactly the kind of phased, evidence-based approach
this paper describes. It deploys in hours, not months. It arrives pre-trained across 250+ application
types, so context assembly starts on day one rather than after a year of configuration. And it
operates continuously - not in quarterly cycles that attackers and auditors have both learned to
anticipate.

What Opti delivers across the three horizons:

In Horizon 1, Opti gives you the cross-system visibility you need to make a credible domain
selection.

In Horizon 2, it builds the identity decision context automatically - correlating entitlements, usage
signals, peer baselines, and lifecycle events into the kind of unified view described in Section 3.

In Horizon 3, it brings Al-assisted reasoning directly into your access review workflow, replacing
flat entitlement lists with confidence-scored, evidence-backed recommendations that
reviewers can actually act on.

Opti works alongside your existing identity stack. It layers on top of your IdP, IGA platform, PAM,
and HR systems rather than replacing them. There is no forklift migration, no parallel system to
maintain, and no disruption to workflows your business already depends on.

The result is measurable from the start. Customers using Opti have resolved thousands of
excessive permissions within the first 30 days. - not through a mandate, but through the kind of
informed, confident decision-making this paper describes.
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"Opti becomes our modern identity governance control plane and allows
us to reduce risk in a measurable way."

Anthony Candeias, CISO, WeightWatchers

Access debt does not need to be permanent. It needs a starting point.
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