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Enabling Security Impact

50% Of Customers 
achieve 0 Criticals

50% Of Active Users 
are Devs/DevOps

The Largest Private 
Cybersecurity Company

$1.9B raised

More than 50% of the Fortune 100 secure their cloud with Wiz



The cloud has changed 
everything



Cloud changed everything

New 
environment

New risks New ownership model

How do I get visibility 
into my environment?

How do I prioritize the real 
risks and eliminate the noise?

How do I ingrain 
security into our teams?



Security teams could not keep up with 
the cloud



Cloud 
security 
needed
a new 
operating 
model

Security team: central visibility and 
control  

Self-service

Dev team a Dev team b Dev team c

Cloud security is a team sport



AI changes everything 
again!







AI adoption adds a new 
layer of complexity

New 
environment

New risks New skills to uplift

Complex system and data 
pipelines 

Data leakage, model 
vulnerabilities

 

AI researchers, data 
scientists & data engineers



We learned from the cloud, let's apply the 
learnings to AI

Visibility is the 
foundation

Risk-based approach 
is critical

Secure across the 
AI-pipeline with 

context

1 2 3

From CSPM to AI-SPM, cloud security evolves with innovation



AI introduces 
new teams 
to the 
security 
operating 
model

Security team: central visibility and 
control  

Self-service

Dev team a Dev team b AI team a AI team b

Extend the cloud security operating model to AI



AI-SPM: The four questions security 
organizations need to ask



1. Do I know every AI service, model and agent 
running in my environment? 



1. Massive adoption of AI services

Source: State of AI in the Cloud 2024

https://www.wiz.io/blog/key-findings-from-the-state-of-ai-in-the-cloud-report-2024


2. Do I know the risks in each AI pipeline?
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2. AI Pipeline 
Example



3. Can I prioritize which AI risks matter 
most?



3. Real-life example of an AI toxic combination



4. Can I detect and respond to AI misuse?



4. Can I detect misuse in my AI Pipelines? 
Threat detection to respond to AI threats in real time

Anomaly Detection

Detect Attack Paths

Real-time Threat detection



Wiz provides native AI security capabilities, empowering organizations to 
accelerate AI innovation while staying protected against AI risks.

Introducing Wiz AI-SPM



Visibility into AI pipelines

Detect misconfigurations in AI 
services

Empower AI developers with an 
easy-to-understand UI

The core components of Wiz AI-SPM

Proactively remove AI risks with 
context



Agentless visibility with AI-BOM

Detect every AI technology with AI-BOM
AI Services, SDKs, etc all without agents 

Remove shadow-AI
Immediate visibility into new AI services 

End-to-end AI pipeline visibility
Detect every resource in AI pipelines, from the 

machine hosting the training job, to the data 

stores



Supported AI cloud services

Amazon Bedrock



AI Misconfigurations
Built-in misconfigurations rules for AWS Sagemaker, Amazon Bedrock, Google Vertex AI, Azure OpenAI, OpenAI



Detect attack paths to AI and protect crown jewels

Deep risk analysis in AI pipelines
Detect AI vulnerabilities, misconfigurations, 

permissions, data, secrets, and network exposure

Protect sensitive training data
Protect sensitive AI training data and remove risks 

such as data poisoning

Remove critical attack paths to AI models
Proactively remove the most critical risks with 

context



Centralized view of AI security posture
Empower developers and data scientists with a prioritized queue of AI risks



The cloud operating model enable:

Do I know every AI service, model and 
agent running in my environment? 

Do I know the risks in each AI pipeline?

Can I prioritize which AI risks matter 
most?

Can I detect and respond to AI misuse?

AI-SPM:
Let’s apply 
our cloud 
learnings to 
AI



Want to see more magic about Wiz AI-SPM?

Follows us on LinkedIn  Book a demo  Learn about Wiz AI-SPM

wiz.io/demo
wiz.io/solutions/ai-security-pos

ture-managementlinkedin.com/company/
wizsecurity

Let’s chat more!Joel Desaulniers
Sr. Solutions Engineer, Wiz


