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Attackers Have an Advantage

Detection is the Top Priority

• 258 days to detect
• 70+ days to eradicate
• 67% of the time attackers 

out themselves!
• Average cost is about 

$4M
• Longer Detection Time = 

Increasing Cost

Defender Attacker

https://fieldeffect.com/blog/real-cost-data-breach?utm_source=chatgpt.com
https://prowritersins.com/cyber-insurance-blog/average-cost-of-a-data-breach/?utm_source=chatgpt.com
https://www.varonis.com/blog/data-breach-response-times?utm_source=chatgpt.com
2024 Verizon DBIR

https://fieldeffect.com/blog/real-cost-data-breach?utm_source=chatgpt.com
https://prowritersins.com/cyber-insurance-blog/average-cost-of-a-data-breach/?utm_source=chatgpt.com
https://www.varonis.com/blog/data-breach-response-times?utm_source=chatgpt.com
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And now they have AI!

One day and 
zero-day 

vulnerability exploits

Identity-driven 
Attacks

Polymorphic 
malware Insider threats

Adversaries are leveraging AI and LLMs to exploit security gaps
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Adversaries leverage AI and LLMs
to exploit security gaps

One day and 
zero-day 

vulnerability 
exploits

Identity-driven 
Attacks

Polymorphic 
malware Insider threats

https://www.forbes.com/sites/daveywinder/2024/11/05/google-claims-world-first-as-ai-finds-0-day-security-vulnerability/
https://www.forbes.com/sites/daveywinder/2024/11/05/google-claims-world-first-as-ai-finds-0-day-security-vulnerability/


AI-driven malware targeting identities
Detecting Identity Threats
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Detecting Active Directory compromises can be difficult, time 
consuming and resource intensive … many Active Directory 
compromises exploit legitimate functionality and generate the 
same events that are generated by normal activity
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Traditional controls look 
for 
“known threats”

Traditional detect and respond solutions 
are not sufficient
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Preemptive cyber defense:
a paradigm shift in security
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What is a different approach

Effective against the toughest attacks: insider, 
zero day, AI and APTs.

Works when the other security layers fail.

Convinces the attacker they are winning while 
they are losing

Enables automated response operations.



Advanced Deception Tech: 
A Game Changer for Defense

Dynamically
Change the 
Landscape
Observe & Analyze

Defenders can 
engage

Give Attackers the
Opportunity to Move

Real Time threat
detection
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Analyst
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Deception Detects Differently

SIEM

Traditional

Deception

Deceptions

Device

✔ Reduced detection time

✔ Reduced alert fatigue

✔ Improved SOC operations

Device
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Implement Traps, Lures, Tripwires 
that look like the real thing

Deceptive users

Service accounts

Servers

Workstations

Applications

Data repositories

Beacon documents

Fake Anti Virus

Ransomware baits

Memory cache

RDP profiles

SSH profiles

Browser cache

ENDPOINTS IDENTITY STORES CLOUD & NETWORK

Honeytoken AccountsDeceptive Credentials Tripwires DECOYS

IAM Users/Roles

Access Keys 

Secrets

Honeytokens

CLOUD & NETWORK

OT

IT



Defense in Depth
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Defence in depth

Traditional detection layers include
− Log analytics
− Signature-based detection
− Behavior-based detection
− Anomaly-based detection

Deception technology 
• Set traps for the adversary
• Deceptions are not used in existing IT workflows
• Any usage of the deceptions is indicative of 

malicious activity

Defend against AI-driven attacks
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Advanced deception to defend
against AI-driven attacks

https://www.gartner.com/reprints/?id=1-2JYAR57H&ct=250114&st=sb

https://www.gartner.com/reprints/?id=1-2JYAR57H&ct=250114&st=sb
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Today’s Modern 
Deception Platform
AI for AI

Copyright 2024. Acalvio Technologies Inc. Proprietary & Confidential

Proven
Efficacy

Ease of use

ML for deception 
recommendation

Proven in production 
scenarios and red teaming

Comprehensive 
Set of Deceptions

Hundreds of deceptive 
artifacts

Decoys across interaction 
levels 

Honeytokens in identity 
stores and endpoints

Enterprise-wide 
Coverage

Data Center, Multi-cloud, 
OT & IT Networks, Identity 
Stores

Scalable across
hundreds of thousands
of endpoints

Prebuilt 
Use Cases

Support for a rich set of 
use cases

Deception Playbooks for 
packaged solutions

Threat hunting, adversary 
engagement

Rich Set of 
Integrations

Native integrations with 
security platforms 

Interoperability with 
existing security 
operations



THANK YOU!
scott@acalvio.com
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