from emerging threats

Nir Yosha - Director, Technical Account
Manager, Tanium

SINC Northeast IT & Security Leaders Forum 2024
7-9 April 2024




Nir Yosha

Threat Intelligence Engineer
BSides Community
Security Operation
Incident Response




The World is Going Digital and IT is at the Center

Organizations of all shapes and sizes are doing more, better, and faster...digitally.

(o)
89%
of all companies have already adopted a digital-first business
strategy or plan to do so.?

ClIOs

are reported as most often owning or sponsoring digital
transformation initiatives (28%), with CEOs increasingly pIaymg a
leadership role (23%).2

~50%

of all companies say improving customer experience and customer satlsfar,.‘.n were .
the leading influences to start a digital transformation.?

Sources: 1,2, 3
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https://resources.idg.com/download/white-paper/2018-digital-business
https://img04.en25.com/Web/ProphetBrandStrategy/%7B5eb86c1c-fe1e-4284-8aad-cd2b1fed5aa5%7D_2018_State_of_Digital_Transformation_vFINAL.2.pdf
https://www.pwc.com/us/en/library/digital-iq.html

Endpoint Complexity Continues to Increase

The move to digital and work-from-anywhere accelerates this complexity.

/5B

devices by 20251

is the network
as we know it

concern among IT
leaders: identifying
remote endpoints?
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https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/

Drive Smart Decisions with a Single Platform

Unifying on a single platform eliminates silos and decreases time to react.

Reduce time and effort to
perform critical tasks and to
respond to incidents quickly.

Dramatically reduce or
eliminate time to support
and manage infrastructure.

A single view across IT Ops &
Security to eliminate visibility
and accountability gaps.
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Tanium

- Visibility & control powered by Tanium's
i patented technologies

' = Depth & breadth of data and context to
! make decisions in seconds
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Seamless Experiences

* Unified platform for managing and © Automation brings efficiencies to
securing all of your endpoints

* Transition from IT ops to security, cloud to °
on-prem in a single unified experience

repeatable tasks

Automation as a force multiplier,
making your team more effective



Real-Time Everywhere: Workload Diversity

Tanium XEM for wherever work is done
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Continue to enhance the platform for all devices Support for new environments
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What Tanium Incident Response delivers

Dramatically reduce your average Meantime to Resolve (MTTR) with augmented SIEM and EDR

Real-time
Visibility
Dramatically improve your Mean

Time to Resolve (MTTR) with complete
visibility and analytics

Integrated

Collaboration

Break down the silos. Hunt and
investigate with a shared collaboration
workspace.

Real-time
Remediation

Bring the environment back to a secure
state with a complete range of
remediation actions
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Tanium Automate

“Tanium Automate is a no-code workflow builder

and automation engine solution in the platform that 1 Leverage Tanium’s platform speed to execute
will enable operators to create logical, repeatable endpoint actions in series at scale with real-
action sequences to more efficiently manage the IT time data

estate and rapidly respond to incidents”
2 Deliver Hard ROI by automating and driving
efficiency for mission-critical but repetitive

Automate @ Custonizeraze O © ©

. and manual tasks

S 3 Support consistency of workflow execution
S and interoperability with third-party systems

Automate is included in the Core Platform at no cost
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Thank you

Get proactive about security and protection from emerging threats

Nir Yosha - Director, Technical Account Manager, Tanium
7-9 April 2024
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