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Background & Disclaimer

� In	2014:	Stop	Using	Internet	Protocol	Version	4!
� In	2016:	No	IoT	without	IPv6
� In	2018:	Prediction	for	100%	IPv6	by	2029
� In	2020:	Plan	to	Sunset	IPv4	Now

� In	2020:	OMB	Issued	the	IPv6-Only	Memo	(M-21-07)11/19/2022:
	 	

	 	 Completing	the	Transition	to	Internet	Protocol	Version	6	(IPv6)
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Disclaimer:		The	views	presented	are	only	personal	opinions	and	they	do	not	necessarily	represent	
those	of	the	U.S.	Government.

https://www.computerworld.com/article/2488886/stop-using-internet-protocol-version-4-.html
https://www.computerworld.com/article/3071625/no-iot-without-ipv6.html
https://www.hstoday.us/subject-matter-areas/cybersecurity/future-of-the-internet-depends-on-global-adoption-of-ipv6/
https://www.hstoday.us/subject-matter-areas/cybersecurity/adopting-and-enforcing-an-ipv6-only-policy-if-not-now-when/
https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf


IPv6 Primer - Key Concepts

� IPv6	(Internet	Protocol	version	6)	is	the	next	
generation	Internet	protocol	which	will	eventually	
replace	the	current	protocol	IPv4

� The	primary	difference	between	IPv6	and	IPv4	is	
that	IPv6	uses	128	bit	address	as	compared	to	the	32	
bit	address	used	with	IPv4
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https://tools.ietf.org/html/rfc8200


IPv6 Primer - Key Concepts

� IPv4	has	only	4.3	billion	possible	IP	addresses

� IPv6	has	a	total	of 340	undecillion -	that	is	340	
trillion	trillion	trillion	–	IP	addresses

� Visually,	it’s	like	a	golf	ball	vs	the	Sun	
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Why IPv6 Matters?
� Global	IPv4	Address	Depletion	

� ARIN's	free	pool	of	IPv4	address	space	was	depleted	on	
September	24,	2015

� Cloud	Computing	Needs	More	IP	Addresses

� IoT	Needs	More	IP	Addresses	Than	IPv4	Can	Provide

� IPv4	Is	Only	a	Beta	Version	of	the	Internet	–	Per	Dr.	
Vint	Cerf

� One	of	the	Unfinished	Businesses	of	the	Internet
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https://youtu.be/17GtmwyvmWE?t=1558
about:blank


Why IPv6 Matters?
� Federal	Acquisition	Regulation	(FAR)	Requirement:

� 2009-12-10:	FAR	Case	2005-041,	IPv6

� OMB	IPv6	Memos	and	Mandates:
� OMB	2005	Memo:	Transition	Planning	for	IPv6
� OMB	2010	Memo:	Transition	to	IPv6
� OMB	2016	Memo:	Policies	for	Federal	Agency	Public	Websites	and	Digital	Services

� OMB	2020	Memo:	Completing	the	Transition	to	Internet	Protocol	Version	6	(IPv6)

� U.S.	Government	IPv6	Profile	&	Test	Program:
� NIST	USGv6	Profile	Revision	1

� U.S.	Department	of	Defense:
� CIO	Memo	(2019-02-27)	on	IPv6	Implementation	Direction	and	Guidance
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https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf
https://www.nist.gov/programs-projects/usgv6-program/usgv6-revision-1
about:blank


IPv6 and Cybersecurity
�The	Current	State	of	Cybersecurity:

�According	to	the	latest 2022	Data	Breach	Investigations	
Report by	Verizon,	there	were	over	23,896	reported	
cybersecurity	incidents	and	5,212	confirmed	data	breaches	
in	2021.	

�That	is	an	average	of	more	than	14	confirmed	data	
breaches	per	day!	
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https://www.verizon.com/business/resources/T2f0/reports/dbir/2022-data-breach-investigations-report-dbir.pdf
https://www.verizon.com/business/resources/T2f0/reports/dbir/2022-data-breach-investigations-report-dbir.pdf


State of Global IPv6 Deployment: USG IPv6 Enabled Domains & Services
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https://fedv6-deployment.antd.nist.gov/snap-all.html


IPv6 and Cybersecurity
�HPPS	and	TLS	Adoption	and	Deployment:

� As	of	August	2018,	the	NIST	guidelines	for	TLS, NIST	SP	800-52	REV.	2,	allows	
for	the	use	of	TLS	version	1.0,	1.1,	and	1.2	by	all	government	TLS	servers	and	
clients,	and	it	only	recommends	that	agencies	develop	migration	plans	to	
support	TLS	1.3	by	Jan.	1,	2020.	

� The	latest	version	of	the	SP	800-52	Rev	2	(2nd	Draft)	as	of	October	2018,	
requires	all	government	TLS	servers	and	clients to	support	of	TLS	1.3	by	
January	1,	2024.

� Unfortunately,	all	versions	of	the	TLS	protocol,	except	for	TLS	version	1.3,	can	
be	decrypted	and	have	already	been	compromised	in	one	way	or	another.
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https://csrc.nist.gov/CSRC/media/Publications/sp/800-52/rev-2/draft/documents/sp800-52r2-draft.pdf
https://csrc.nist.gov/publications/detail/sp/800-52/rev-2/draft


IPv6 and Cybersecurity
�The	Moment	We	Turn	off	IPv4:

We	Will	Immediately	Achieve	100%	Reduction	of	
All	Current	Global	Cyberattacks	and	Cybersecurity	
Threats	Based	On	IPv4!

We	Will	Also	Immediately	Achieve	More	Than	50%	
Reduction	of	the	Overall	Cyberattacks	Worldwide	
Based	on	IPv4	and	IPv6	Separately,	and	the	
Combination	of	Both	IPv4	and	IPv6	Stacks.
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IPv6 and Cybersecurity
� It	is	common	sense	(which	is	uncommon)	that	instead	of	
engaging	the	enemies	in	two	separate	battlegrounds	
concurrently,	fighting	two	separate	wars	with	limited	
resources,	we	should	utilize	all	of	our	global	resources	and	
concentrate	on	fighting,	and	hopefully	winning,	only	one	
war!	

�Otherwise,	we	may	potentially	lose	the	fights	in	both	
battlegrounds.
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IPv6 and the Emerging Technologies
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State of Global IPv6 Deployment (as of 20230214):
Google IPv6 Statistics

15

https://www.google.com/intl/en/ipv6/statistics.html


State of Global IPv6 Deployment
Eric Vyncke’s Daily IPv6 Statistics (as of 20230217)
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https://www.vyncke.org/ipv6status/


IPv6 and the Future of Internet (as of 20180207)
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IPv6 and the Future of Internet
� It	is	an	understatement	that	the	future	growth	and	
successful	deployment	of	IoT	and	similar	emerging	
technologies	cannot	be	achieved	without	the	successful	
global	adoption	and	secure	deployment	of	IPv6,	without	
which	there	is	no	future	of	the	Internet	of	Things	nor	any	
other	new	technologies	and	innovations	that	will	depend	
upon	the	support	from	the	Internet.

� IPv6	is	the	future	of	the	Internet!
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Summary
� IoT,	Blockchain,	AI,	Cloud	Computing,	5G,	Smart	Cars,	
Smart	Cities,	and	Similar	Emerging	Technologies	Using	the	
Internet	Depend	on	the	Successful	Global	Adoption	and	
Secure	Deployment	of	IPv6.

�The	Global	Adoption	and	Secure	Deployment	of	the	Single	
Stack	of	IPv6	Will	Immediately	Reduce	More	Than	50%	
Cyber	Attacks	and	Threats,	Which	Will	Also	Reduce	the	
Overall	Costs	for	IT	and	Cybersecurity.

�The	single	stack	of	IPv6	is	the	best	cybersecurity	posture	in	
the	future.
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