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When did security 
and compliance turn 
into this?
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Current state
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According to the Verizon 
2024 Data Breach 
Investigations Report, 
“the human element was 
a component of 68% of 
breaches, roughly the 
same as the previous 
period described in the 
2023 DBIR.” 
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Causes
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‘human error’ is not a cause of 
trouble. It is the consequence, the 
effect, the symptom of trouble deeper 
inside your organization….You and 
your organization may well have 
helped create those conditions. 
Leave those conditions in place, and 
the same bad outcome may happen 
again.

Dekker, S. (2017). The field guide to understanding ‘human 
error.’ CRC Press.
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Behavioral issues
● Bystander effect – People in 

groups feel less responsible. 
● Bounded Rationality - Humans 

tend to satisfice vs maximize for 
cognitive economy.

● Cognitive load theory – Limits to 
working memory and decision 
fatigue caused by fear or too many 
choices.

● Protection motivation theory (aka 
fear appeals) doesn’t work well in 
an organizational context.

● Criminal justice theories - Moral 
disengagement and neutralization 
theory.
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Culture matters for security

● Renaud, et al. identify that stigmatizing 
shame is a counterproductive tactic with 
the workforce after a security incident. 

● Ogbanufe, et al. find that formal controls and 
policies do not correlate to voluntary 
security behaviors. Sanctions and fear 
appeals correlate to reduced voluntary 
security behaviors, apathy, and 
resistance.

● These and other researchers identify that 
employees who feel supported by an 
organization are more likely to act 
responsibly in protecting information 
resources. They act as stewards.
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Conway’s Security Law: 
Program effectiveness will mirror your org chart
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A different 
approach
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If something is breached…
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 When something is breached…
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Security failures lead to 
scapegoating

Not my fault!
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Security failures lead to 
scapegoating

Not my fault!

            

Security failures 
demand justice

Someone must be punished!
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Security failures lead to 
scapegoating

Not my fault!

            

Security failures 
demand justice

Someone must be punished!

            

Security failures 
lead to inquiry

We must diagnose the system!
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dora.dev/report

“Having security teams work 
alongside developers, 
collaborating on 
policy-as-code, increases trust 
between the teams and 
confidence in the changes 
being deployed.”

http://dora.dev/report
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“…teams with low levels of 
security practices have 1.4x 
greater odds of having high 
levels of burnout than teams 
with high levels of security.”

dora.dev/dora-report-2022

http://dora.dev/dora-report-2022


Google Cloud

The highest performers who met or 
exceeded their reliability targets were twice 
as likely to have security integrated into 
their software development process.

more likely to meet or exceed 
organizational goals.

Teams who integrate security 
practices throughout their 
development process are 

DORA Accelerate State of DevOps 
2022 dora.dev/dora-report-2022

http://dora.dev/dora-report-2022
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Forsgren, N., Humble, J., & Kim, G. (2018). Accelerate: The science 
behind devops: Building and scaling high performing technology 
organizations. IT Revolution. 

Accelerate Delivery to improve security

“…building security into software 
development not only improves delivery 
performance but also improves security 
quality. Organizations with high delivery 
performance spend significantly less time 
remediating security issues.”
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Culture is defined as the organization’s 
pattern of response to the problems and 
opportunities it encounters.
Westrum, R., A typology of organisational cultures. BMJ Quality & Safety 2004;13:ii22-ii27.

http://bmj.co/1BRGh5q
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Westrum’s organizational cultures 

Power-oriented
Pathological

Low cooperation

Messengers shot

Responsibilities shirked

Bridging discouraged

Failure leads to scapegoating

Novelty crushed

Leader's focus: personal needs

            

Rule-oriented
Bureaucratic

            

Performance-oriented
Generative

            
Modest cooperation

Messengers neglected

Narrow responsibilities

Bridging tolerated

Failure leads to justice

Novelty leads to problems

Leader's focus:  departmental turf

High cooperation

Messengers trained

Risks are shared

Bridging encouraged

Failure leads to inquiry

Novelty implemented

Leader's focus:  the mission  
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Teams with generative 
cultures have 

30%
higher organizational 
performance than 
teams without.

Culture drives 
performance

dora.dev/dora-report

http://dora.dev/dora-report-2022
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“…organizations closest to the 
‘generative’ Westrum culture 
group were significantly more 
likely to say they had broadly 
established security practices, 
as defined by the SLSA 
framework.”

https://slsa.dev

SLSA

Supply-chain Levels for Software Artifacts

DORA Accelerate State of DevOps 
2022 dora.dev/dora-report-2022

http://dora.dev/dora-report-2022
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Security as an enabling feature

“…consider the brakes on a car…having beŵer brakes enables the 
car to be driven at much higher speeds, because the driver now 
has the conůdence that … braking will be fast and eũcient. It is a 
completely different way of viewing the same function – one way is 
about reducing overall speed, the other about increasing it.”

Sherwood, J., Clark, A., & Lynas, D. (2005). Enterprise security architecture : a business-driven approach. Cmp Books.
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● Include security criteria in tracking and 
evaluating DevOps and engineering 
maturity.

● Create partnerships and align security 
team metrics with engineering teams.

How can security 
collaborate with 
engineering? 
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● Focus on security as an enabler of the business.
● Organizational culture will impact the effectiveness of your security 

program.

● Engineering platforms are run by people: collaboration is essential. 
● A pervasive security approach requires alignment with the SDLC, which 

supports delivery velocity and organizational performance.

Takeaways
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Download the current report at

dora.dev/report
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You cannot improve alone!

Join DORA.community



Thank you




