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AI

AI Landscape

ML NLP

DL

LLM

GenAI

Artificial Intelligence

Machine Learning

Natural  Language Processing

Deep Learning

Large Language Models

Generative AI

Source: www.wondavr.com
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AI is Not New in Cybersecurity

•Click to edit Master text styles

− Second level

• Third level

− Fourth level

ḻ Fifth level

Anti-spam using 
ML

2005

SVM/Deep 
Learning for 
phishing & 

malicious URLs 

ΞΜΜΜќƚ

NLP for DGA

ΞΜΜΜќƚ

Belief Propagation & 
Markov Model for 
Lateral Movement

ΞΜΝΜќƚ
Network Exploits 

using SVM

ΞΜΝΜќƚ

Writing Style DNA 
for BEC

ΞΜΝΜќƚ TrendX pre\post 
execution file 

detection

ΞΜΝΜќƚ

Zero Trust AI
Regression analysis for 
account compromise 

detection

ΞΜΞΜќƚ

ΞΜΞΜќƚ

Isolation forest 
used in 

anomalous 
network traffic 

detection

Vulnerability 
prioritization 

models used in 
ASRM 

ΞΜΞΜќƚ

ΞΜΞΜќƚ

Trend Companion 
GenAI assistant for 

AI SOC  & ASRM

Agentic AI to build 
AI SOAR & SIEM & 

Shift Left

ΞΜΞΜќƚ

Computer Vision 
for phishing

ΞΜΝΜќƚ
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What are the biggest security threats 
we face right now?

What is our incident response plan?

How do we ensure compliance with 
regulations and standards?

What investments are needed to improve 
our security posture?

What training and awareness programs do 
we have in place for employees?

How do we measure the effectiveness of 
our security measures?



12 | ©2024 Trend Micro Inc.

Challenges

Lack of In-House Expertise
• Combination of AI and cybersecurity 

skills is rare
• Difficult to recruit and retain 

professionals with required expertise

Inadequate Tools and Frameworks
• Tools and frameworks for AI security are 

still evolving
• May not be as mature or 

comprehensive as those for traditional 
IT systems

Difficulty in Assessing and Managing AI-
Specific Risks
• AI systems introduce new types of risks 

(e.g., adversarial attacks, bias)
• Challenging to assess and manage risks 

in unique business contexts

Balancing Security with Performance and 
Usability
• Implementing AI security measures 

can impact performance and usability
• Challenging to strike the right balance 

and prioritise trade-offs
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What governance structures are in 
place for AI security?

What are the best practices for securing AI 
environments?

How do we ensure compliance with 
privacy and AI regulations?

How do we secure the data used for 
training AI models?

What steps are we taking to prevent data 
poisoning and model manipulation?

How do we protect against the new attack 
surfaces introduced by AI?
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AI Maturity Journey

Awareness & 
Exploration

Experimentation & 
Proof of Concept (PoC)

Adoption & 
Integration

Optimization 
& Scaling

Innovation & 
Transformation

Leadership 
& Advocacy
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AI Introducing New Risks To The Org

Data

Sensitive Data Exposure
Insecure Outputs
Extorsion (Deepfakes)

Model

Prompt Injection
Jailbreaks
Model Denial of Service 
Hallucinations
Misalignment
Poisoning

Management

Policy Violations
Shadow AI
Unsanctioned AI Use
Excessive Agency  
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AI Attack Surface 

in Action

AI Service 
APIs

AssistantUser
AI Agent

Cloud 
LLM

Internal  
LLM

Internal  Tooling

Internal  
Data Lake

Risk can be introduced at every step



19 | ©2024 Trend Micro Inc.

AI Application Framework

User

LLMData Layer

Vector Database

User Interface

Application Services

Integration Services

System 
Data

3rd Party 
APIs

Prompts

Model Layer
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Balancing Innovation & Risk Management

• Intelligent Data Analysis 
and Insights

• Automated Fraud 
Detection and Prevention

• Smart Public Services

AI 
Innovation

• Protecting Sensitive Data

• Maintaining Public Trust & 
Compliance with Regulations

• Protecting the infrastructure 
against Cyberattacks & Zero-
Day Exploits

Securing AI 
Initiatives

Innovative 
Solution

Risk 
Assessment

Continuous 
Monitoring



A Blueprint for 
Security Teams

Security for AI
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Security for AI | Blueprint

1. Secure your data
Data Security Posture Management

L1 L2 L3

2. Secure your AI models
Container Security

NIM (microservices)

3. Secure  your 
AI Infrastructure
AI-Security Posture 
Management

NeMo DGX Cloud NIM

AI Foundry

GenAI Services

Attackers

Users

5. Secure 
access to AI 

services
AI Gateway

4. Secure your users 
and local AI apps
Deepfake Detection &  
Endpoint Security

6. Defend against 
Zero-Day exploits

Network IDS/IPS
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50,000 ft Blueprint view
L1 L2 L3

NIM (microservices)

NeMo DGX Cloud NIM

AI Foundry

GenAI Services

Attackers

Users

Amazon 

Bedrock

Amazon 

SageMaker

Amazon S3

…
Many more 

cloud services
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Data

Data Exfiltration

Unrestricted Access

The most important thing for every business

Villains Heroes

Data Risk Monitoring

DSPM

Data Classification 
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Secure Your Data
Identify and evaluate potential risks, 
vulnerabilities, threats, and sensitive 

data from your data source Amazon 

Bedrock

Amazon S3

Knowledge Source
AWS Lambda

Queue
AWS App Runner

Users

Prompt + documents

Data Secure 
Posture Management

Data Sensitive
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AI Models - Microservices

Vulnerabilities and attack to the AI 
models running on microservices 

could lead to data breach, poisoning 
data and others risk to customers

The most important thing for every business

Villains Heroes

• Runtime visibility 
• Vulnerability scanning pre-runtime 

and in runtime
• Cross correlation telemetry with 

other cloud logs



28 | ©2024 Trend Micro Inc.

Secure Your AI Model

Users

AWS Cloud

Virtual private cloud (VPC)

Internet gateway

Public subnet

Private subnet

Application Load 

Balancer

NVIDIA NIM Pods

Amazon EKS

Public subnet

Private subnet

NVIDIA NIM Pods

Amazon EKS

Amazon EFS

• Uncover vulnerabilities, 
malware, and compliance 
violations within 
containers

• Get detailed scans with 
recommended fixes 
anywhere in your pipeline

• Address and remediate 
issues before they can be 
exploited in production

NAT gateway NAT gateway

Runtime microservices 
visibility for AI Application 
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Secure Your 
AI Model

End-to-end microservices protection

• Uncover vulnerabilities, malware, and 
compliance violations within container 
images

• Get detailed scans with recommended 
fixes anywhere in your pipeline

• Address and remediate issues before 
they can be exploited in production
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Secure Your AI Infrastructure in the Cloud

Detect Misconfigurations on AI Services
Enforce secure configuration baselines for your AI services 

with built-in rules to detect AI services that are misconfigured

Development 
Teams

Model
Training

GenAI 
DevOps

Amazon 
Bedrock

Amazon 
SageMaker

Detect Suspicious Activities with AI Services
Monitor suspicious behavior from the cloud AI services to 

detect any potential misuse, unusual behavior and changes 
that could affect the secure of those services
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Secure Your AI 
Infrastructure

Quick visibility of AI infra running on cloud 
providers to help understand with 

misconfiguration, compliance, and data 
sensitive visibility

Amazon 

Bedrock

Amazon S3

Knowledge Source
AWS Lambda

Queue
AWS App Runner

Users

Prompt + documents

Amazon 

SageMaker

or

CSPM & CIEM

Agentless Vulnerability &

Malware Scanning

AI-SPM 
& AI-DR

AI-SPM

Data 

Sensitive
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Secure Your AI Applications 

An untrusted program attempts to 
modify one of your protected AI file 

extensions or applications

Identify suspicious or untrusted 
programs trying to modify protected AI 

file types and automatically respond

Protect Local AI Apps & File Extensions from Tampering
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Detect Deepfakes

V Prevent security breaches

V Prevent extorsion and 
coercion

V Educate employees and 
drive awareness

V Prevent fraud

V Protect brand reputation

Secure Your Users



34 | ©2024 Trend Micro Inc.

Sensitive Data 
Exposure

Prompt
Injection

Policy
Violations

Shadow AI and 
Unsanctioned Use

Unsecure 
Outputs

PrivateModel
Denialof Service

AI Transformation 
Necessitates AI 
Visibility and 
Governance
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Clients

Public GenAI Services

Private GenAI Services

Public Cloud

Sovereign & 
Private Cloud

Securepublic GenAIserviceaccess
•Accesscontrol
•Promptfiltering
•Promptinjectionprevention
•Answerfiltering

Securing AI adoption with an AI Gateway

AI Gateway
(Trend ZTSA)

Protectprivate GenAIservices
•Accesscontrol
•Promptfiltering
•Promptinjectionprevention
•Answerfiltering
•Reverseproxy
•Ratelimiting
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Governance | Secure Access to AI Services

User attempts to use an 
unsanctioned AI service

AI Gateway 
blocks access
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Data Protection | Secure Access to AI Services

User prompts 
an AI service

AI Gateway monitors and 
blocks response content 

that violates defined rules
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Without Response Filtering

With Response Filtering
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Zero-Day Protection
V Virtual Patching 
V Network Activity Analysis
V Threat Protection
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Security for AI | Blueprint

1. Secure your data
Data Security Posture Management

L1 L2 L3

2. Secure your AI models
Container Security

NIM (microservices)

3. Secure  your 
AI Infrastructure
AI-Security Posture 
Management

NeMo DGX Cloud NIM

AI Foundry

GenAI Services

Attackers

Users

5. Secure 
access to AI 

services
AI Gateway

4. Secure your users 
and local AI apps
Deepfake Detection &  
Endpoint Security

6. Defend against 
Zero-Day exploits

Network IDS/IPS
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Balancing Cyber Risk Assessment with Business Impact
Communicate to the board with confidence and clarity

Today
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Closing the Credibility Gap with Quantification
Communicate to the board with confidence and clarity

Future

*Dashboard mock-up
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LEARN Architecture

What you can learn from it?

• LEARN Best Practices: Proven strategies to enhance 
the security and reliability of your LLM 
deployments.

• OWASP Top 10 for LLM Applications: Essential 
guidelines to ensure comprehensive risk mitigation.

• Ongoing Vigilance: How to keep up with evolving 
technologies and maintain top-tier security 
standards.

• Great insight for GenAI application owners, 
particularly around prompts and responses.



Key Takeaways

Balancing Innovation & 

Cyber Risk Management
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Embrace the Transformation

AI is reshaping the way we live and work – embrace the 
change to stay competitive, compliant, and innovative
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Plan Your Security Now

Don’t wait until you’ve implemented AI in your 
organization to think about security. Build security 

into your AI adoption journey
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Platform-wide AI Mesh

Platforms with a fully embedded AI Mesh will accelerate 
security outcomes by anticipating your organization’s 

needs and predicting risk



Franz Fiorim

Thank you!


	Final Presentation
	Slide 1: Navigating the Evolution of Cybersecurity: AI’s Role in Securing Your Infrastructure from Past to Future

	Ice Breaker
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15

	Balancing Innovations & Risk Management
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20

	Blueprint for Security Teams
	Slide 21: A Blueprint for Security Teams
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44

	Key Takeaways
	Slide 45: Key Takeaways
	Slide 46
	Slide 47
	Slide 48
	Slide 49: Thank you!


